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Cyberspace has added a new dimension to the ecology of chil¬ 
dren made the subjects of sexual abuse images distributed online. 
These images cannot be permanently removed and can continue 
to circulate in cyberspace forever. A review of the current litera¬ 
ture suggests that helping professionals are not consistently aware 
of or do not probe possibilities of online sexual victimization in 
the investigation, assessment, and treatment of child sexual abuse. 
Nor is this issue adequately addressed in their education and train¬ 
ing. Tloere are gaps in the literature regarding how to identify and 
provide treatment for these children. New assessment and treat¬ 
ment targets are needed to enhance existing practice approaches. 
A contemporary ecological model that incorporates an explicit con¬ 
sideration of the cybersystem is provided as a starting point for 
practitioners to be aware of the possibility that images of child 
sexual abuse were recorded and distributed online. 

KEYWORDS internet, child sexual abuse images, child 
pornography, trauma, clinical issues, assessment and treatment 


Children who are made the subjects of sexual abuse images distributed on 
the Internet have been sexually abused offline, and images of their abuse 
have been distributed online. These images cannot be controlled and can 
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circulate in cyberspace indefinitely (Bunzeluk, 2009; Carr, 2004; Cooper, 
2007; Harrison, 2006; Holland, 2005; Jones & Skogrand, 2005; Muir, 2005; 
Nyman, 2007; Palmer, 2005, 2006; Quayle, Loof, & Palmer, 2008; Quayle 
& Taylor, 2002; Soderstrom, 2006). Internationally, millions of child sexual 
abuse (CSA) images circulating in cyberspace represent tens of thousands of 
child victims, and these numbers are increasing exponentially (Bunzeluk, 
2009; Office of the Federal Ombudsman for Victims of Crime, 2009). 
In Canada alone the number of criminal charges for producing and dis¬ 
tributing sexual abuse images of children online increased by 800% between 
1998 and 2003 (Office of the Federal Ombudsman for Victims of Crime, 
2009). 

CSA images online are visual recordings of minor children, under the 
age of 18 years, being sexually abused offline. Many of these recordings 
involve sexual acts that are violent, degrading, and humiliating (Bunzeluk, 
2009; Carr, 2004; Jones & Skogrand, 2006; Muir, 2005), including “sexual 
intercourse, bestiality, masturbation, and lascivious exhibition of the genitals 
or pubic area” (Wells, Finkelhor, Wolak, & Mitchell, 2007, p. 271). Given 
what is known about the impact of sexual abuse on children, researchers 
suggest that children who are used in the production of sexual abuse images 
may suffer similar psychological distress and physical and emotional trauma 
(Holland, 2005; Hughes, 2002; Hunt & Baird, 1990; Itzin, 2001; Jones & 
Skogrand, 2006; Palmer, 2005). This raises the possibility that negative effects 
of CSA may be exacerbated by the impact of being photographed during the 
sexual abuse experience (Itzin, 2000; Palmer, 2005; Svedin, 2009). This issue 
may be further complicated by the complexities presented in attempts to 
resolve the sexually abusive experience for children whose abuse images are 
in circulation on the Internet forever—images that may be accessed online 
by anyone, anywhere, at any given time (Harrison, 2006; Jones & Skogrand, 
2006; Nyman, 2007; Palmer, 2005; Quayle et al., 2008; Svedin, 2009). The use 
of the Internet to transmit images of the sexual abuse of children is a rapidly 
emerging phenomenon. Given its seriousness, important definitional issues 
exist, and little is known about the scope of the problem, the impact on the 
victims, and implications for assessment and treatment. 

The abuse and exploitation of children on the Internet may be broadly 
conceptualized as circumscribing three principal forms of sexual victimiza¬ 
tion: (a) child luring and sexual solicitation, (b) child prostitution and child 
trafficking, and (c) CSA images. Child luring and sexual solicitation may be 
defined as the use of the Internet to initiate online contact with children to 
groom and entice them to engage in sexual activities or sexual conversations 
online or offline with the perpetrator (Wolak, Mitchell, & Finkelhor, 2006). 
This definition includes unwanted or unexpected exposure to sexual material 
while children are online and harassment, such as threats or other offen¬ 
sive material and messages sent online to children or posted online about 
children for others to see (Wolak et al., 2006). Child prostitution and child 


400 


J. Martin and R. Alaggia 


trafficking involves using the Internet for the purposes of advertising and 
acquiring child victims for conventional (without the Internet component) 
sexual abuse (Muir, 2005). CSA images may be defined as visual representa¬ 
tions of conventional CSA initiated offline in which the abuse of the child is 
recorded and images of the abuse are subsequently posted and distributed 
on the Internet (Muir, 2005; Palmer, 2005). This review of the available litera¬ 
ture on subjects of CSA images online will (a) articulate search strategies, (b) 
analyze the emerging existing literature on CSA victims whose images appear 
online, (c) provide a contemporary ecological framework for conceptualiz¬ 
ing the phenomenon, (d) outline important definitional issues (terminology) 
and their impact on policy and practices, and (e) identify implications for 
research, assessment, and treatment. 


SEARCH STRATEGIES 

The following English electronic databases were searched: Medline, 
Psychological Abstracts (PsychINFO, PsycLIT), Social Sciences Citation Index, 
Education Resources Information Center (ERIC), Scholars Portal, Social Work 
Abstracts, Child Abuse, Child Welfare, Dissertation Abstracts International 
(DAI), and Google. The search terms were CSA, CSA images, Internet, 
cyberspace, and child pornography. Grey literature, such as government and 
nongovernment reports and conference proceedings that were published 
or available online, was included. Articles and reports that were included 
focused on minor children under the age of 18 years, were limited to child 
abuse images online (excluding luring, solicitation, trafficking), and repre¬ 
sented victim-focused research versus rather than being extrapolated from 
offender-focused literature. 


PREVALENCE AND CONTEXT OF CSA IMAGES IN CYBERSPACE 

The advent and rapid proliferation of new communications and informa¬ 
tion technologies have given rise to increased sexual victimization and 
exploitation of children online (Carr, 2004; Jones & Skogrand, 2006; Muir, 
2005; Quayle et al., 2008). The availability and low cost of video, digital 
photography, computers, and live streaming Web cameras as well as the 
increasing demand for abuse images online have provided new opportuni¬ 
ties for the production of CSA images (Mitchell, Finkelhor, & Wolak, 2005). 
An American study of Internet-related sexual crimes against children indi¬ 
cated that the Internet has affected the nature and dynamics of sexual abuse 
by making the production and online distribution of CSA images a more 
frequent component of conventional sexual abuse by family and acquain¬ 
tance offenders (Mitchell et al., 2005). This trend is being observed and 
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documented in Canada as well, where CSA perpetrated by family members 
or adult caregivers is the most common source of sexual abuse images online 
(Bunzeluk, 2009; Office of the Federal Ombudsmen for Victims of Violence, 
2009; Slane, 2009). The Internet, therefore, becomes a vehicle that can poten¬ 
tially further the harmful dynamics of CSA by expanding possibilities for 
family members and acquaintance offenders to extend the sexual abuse of 
children to the online environment (Coccaro, 2009; Mitchell et al., 2005; 
Muir, 2005; Quayle et al., 2008; Slane, 2009). In such cases, abuse images 
generated offline are posted on the Internet to be distributed and viewed in 
perpetuity by other offenders who have a sexual interest in children. In some 
cases, the offline sexual abuse of a child is available for view online in real 
time, supported by the use of Web cameras and streaming video, and can 
be recorded (International Centre for Missing and Exploited Children, 2006; 
Muir, 2005). 

Online sexual abuse images are visual recordings of the conventional 
sexual abuse of children made in the “real world” and subsequently posted in 
the “virtual world” (Carr, 2004; Jones & Skogrand, 2006; Muir, 2005; Wolak, 
Finkelhor, & Mitchell, 2005). These children represent a subgroup of the 
population of children who have been sexually abused. Canadian statistics 
reveal that 1 in 3 females and 1 in 6 males experience some form of CSA. 
In 2003, Statistics Canada (2005) reported 15,000 sexual assaults against chil¬ 
dren nationwide. Of victims under age 6, 50% had been sexually assaulted 
by a family member. This was also the case for 44% of victims 6 to 10 years 
of age, 28% of victims 11 to 13 years of age, and 20% of victims 14 to 
17 years of age. In the United States, 13% of males and 30% to 40% of 
females reported a history of sexual abuse. Most recent prevalence estimates 
in the United Kingdom cited that from 3% to 29% of males and 3% to 36% of 
females reported experiencing CSA before the age of 18 (Cawson, Wattam, 
Brooker, & Kelly, 2000). Globally, prevalence rates were found to be 18% for 
females and 7.6% for males (Pereda, Guilera, Forns, & Gomez-Benito, 2009; 
Stoltenborgh, Ijzendoorn, Euser, Bakermans-Kranenburg, 2011). Yet it is esti¬ 
mated that up to 80% of CSA victims do not disclose abuse, particularly if the 
perpetrator is a family member (Alaggia, 2004; Hanson, Resnick, Saunders, 
Kilpatrick, & Best, 1999). Most cases of CSA in Canada are never reported 
to the police, and very few ever appear before a court of law (Office of 
the Federal Ombudsman for Victims of Crime, 2009; Trocme et al., 2005). 
Consequently, statistics do not reflect actual rates of CSA but rather are lim¬ 
ited to substantiated cases—in other words, only the very tip of the iceberg. 

Recently, Cybertip.ca, Canada’s national tip line for reporting the online 
sexual exploitation of children, published the report Child Sexual Abuse 
Images: An Analysis of Websites by Cybertip.ca (Bunzeluk, 2009). In it, a total 
of 15,662 incidents relating to websites hosting CSA images, and 4,110 unique 
abuse images online were described and assessed. Analysis indicated that 
82.1% of the images were of prepubescent children, over 35% were images of 
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violent sexual assault, children under age 8 were most likely to be assaulted 
(77.6%), most of the extreme assaults (e.g., bestiality, bondage, torture, and 
degrading acts such as defecation) were perpetrated against children less 
than 8 years of age, and 83% of the victims were females. 

Over the past two decades a substantial body of research has advanced 
understanding of the impact of conventional sexual abuse and suggested 
with relative consensus that common consequences include: anger and 
aggression, fear, anxiety, depression, dissociation, eating disorders, low 
self-esteem, trauma and posttraumatic stress, inappropriate or early sex- 
ualized behaviors, self-injurious or self-destructive behavior, shame and 
humiliation, somatization disorders, and substance abuse (see reviews by 
Berliner & Elliott, 2002; Harvey & Taylor, 2010; Hunter, 2010; Kendall-Tackett, 
Williams, & Finkelhor, 1993; Negrao, Bonanno, Noll, Putnam, & Trickett, 
2005; Neumann, Houskamp, Pollock, & Briere, 1996; Polusney & Follette, 
1995; Putnam, 2003). However, research is needed to understand the poten¬ 
tial additional negative effects on victims of online sexual abuse and how 
this affects assessment and treatment interventions. Child victims who know, 
or become aware, that images of their sexual abuse experience are circu¬ 
lating on the Internet may present certain symptoms that require particular 
attention (Cooper, 2007; Harrison, 2006; Leonard, 2010; Palmer, 2005; Svedin, 
2009). In some cases, victims described how they were “continually trauma¬ 
tized when they think of how many people look at them on the Internet at 
any given minute of the day” and “struggling with the knowledge of what the 
unknown perpetrators are doing sexually to their picture” (Leonard, 2010, 
p. 253). Furthermore, children whose sexual abuse experience has been 
recorded and distributed online may never feel safe because they fear that 
their abuse images may be seen and they will be recognized (Leonard, 2010). 

It seems reasonable to assume that trauma frameworks traditionally 
applied to conventional sexual abuse will need to be recalibrated for those 
children whose sexual abuse images are distributed, viewed, and collected 
via the Internet (Leonard, 2010; Palmer, 2005; Svedin, 2009). There is cur¬ 
rently, however, a dearth of clinical knowledge regarding the harms done 
to child victims whose abuse images are in circulation online (Cocarro, 
2009; Holland, 2005; Palmer, 2005; Svedin, 2009). Consequently, locating 
these children does not ensure that treatment will be provided nor that the 
treatment provided to these children will be effective (Svedin, 2009). 


ECOLOGICAL SYSTEMS MODEL FOR SERVICE DELIVERY 

Since the 1970s, helping professionals have been guided by an ecolog¬ 
ical perspective as a means of understanding the interactions between 
children and their environment at interpersonal, community, organiza¬ 
tional, and societal levels (Garbarino & Eckenrode, 1997; Gitterman & 
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Germain, 1976; Hepworth, Rooney, Rooney, Strom-Gottfried, & Larsen, 
2010; Mattaini & Meyer, 2002; Ungar, 2011). Ecological systems theory, as 
espoused by Bronfenbrenner (1977, 1979), views child development from a 
person-in-environment context. This model of development assumes that 
individual social, emotional, and physical development as well as ongo¬ 
ing functioning can be understood only by taking into account factors at 
microsystem (family, peers, school), mesosystem (relationships between sys¬ 
tems), exosystem (systems indirectly related to child), and macrosystem 
(beliefs, values, laws of society, and culture) levels. Bronfenbrenner’s divi¬ 
sion of ecological space can be visualized as concentric circles of context 
set in an overarching system of time (chronosystem). This model allows 
for simultaneous consideration of (a) child and family context, (b) larger 
social systems of influence within which the family is embedded, and (c) 
overarching cultural values and belief systems (see Figure 1). 

In spite of the recognition of the influence wider systems have on 
children and families, explanations of the etiology of CSA remain focused 
on isolated cause-and-effect models prioritizing interpersonal factors and 
interactional dynamics (Gelinas, 1983; Herman, 1981). Belsky (1980) and 
Garbarino and Eckenrode (1997) adapted Bronfenbrenner’s (1977, 1979) 
ecological systems framework to create a model of child maltreatment that 
considered multiple pathways and interactive effects among factors that con¬ 
tributed to child maltreatment. This ecological model emphasized child abuse 
as being determined by forces at work from the most proximal (e.g., individ¬ 
ual and family) to the most distal (e.g., community and culture) dimensions 
of a child’s ecology. While this ecological model is helpful in assessing and 
treating child abuse, practitioners referring to it may, however, be missing 
the impact and influence of the cybersystem. 


CONCEPTUALIZING CYBERSPACE AS AN ECOLOGICAL SYSTEM 

The past decade has witnessed the rapid development and exponential 
growth of information and communication technologies bringing limitless 
possibilities for interaction, communication, and unparalleled access to infor¬ 
mation. Recently, Johnson and Puplampu (2008) proposed the ecological 
techno-subsystem as a dimension of the microsystem to examine children’s 
online behaviors and the role of technology in children’s cognitive develop¬ 
ment. While many benefits result from new information and communication 
technologies, there is consensus that the Internet has added a new dimen¬ 
sion to the sexual victimization and exploitation of children (Holland, 2005; 
Jenkins, 2001; Muir, 2005; Palmer, 2005; Quayle & Taylor, 2002). The hand¬ 
ful of studies available suggests, however, that child welfare professionals 
and other practitioners are not consistently aware of, or probing, this issue 
in the investigation, assessment, and treatment of CSA (Harrison, 2006; 
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Chro nosystem 

Time Life Events Lifespan 


FIGURE 1 Ecological systems model. 
Note: Adapted from Bronfenbrenner (1979)- 


Leonard, 2010; von Weiler, Haardt-Becker, & Schulte, 2010). A recent study 
of practitioners in Germany who provided treatment for child victims of 
abuse images on the Internet indicated that usually they “did not keep the 
possibility of child-abusive images in mind” and avoided confronting the 
child, believing that the child would address the issue if needed (von Weiler 
et al., 2010, p. 215). This response is also evident in child abuse investiga¬ 
tions when questions of Internet involvement, recording of the abuse, and 
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abuse images of the child are overlooked and therefore remain undetected 
(Carr, 2004; Mitchell et al., 2005). The current state of knowledge of CSA 
and trauma provides only a tentative and incomplete understanding of the 
far-reaching implications for children who are victims of sexual abuse images 
online (Muir, 2005; Quayle et al., 2008). This situation presents unique chal¬ 
lenges for practitioners who lack knowledge and experience in how to probe 
for and respond to the needs of these children (Harrison, 2006; Quayle & 
Taylor, 2002). 

It is understood that “unexpected and exceptional crisis events” and 
“catastrophic threats” that jeopardize children occur within complex eco¬ 
logical environments (Gitterman & Germain, 1976, p. 604). By extending 
Bronfenbrenner’s (1977, 1979) ecological systems framework, a contempo¬ 
rary ecological model (Martin, 2010; Martin & Stuart, 2011) can be proposed 
that includes and integrates cyberspace as an ecological system of influence 
(see Figure 2). This conceptual model would prompt helping professionals 
to consider the ways, at the most proximal to the most distal levels, in which 
cyberspace can affect children who have been sexually abused. 

CSA images can be disseminated at high velocity rates, and they can 
remain permanently online. Muir (2005) points out that the “scale and 
longevity of materials entered into cyber realms, and the acceleration of 
impact occurring in physical settings” are distinguishing factors that under¬ 
score the distinct impact of cyberspace on child victims of sexual abuse 
and differentiate cyberspace as a virtual place distinct from the physical 
environment in terms of time, place, and space (p. 18). For instance, the 
sexual abuse of a child within a domestic (proximal) setting can be digitally 
recorded and then widely circulated through cyberspace (distal) to be col¬ 
lected and viewed locally or globally by anyone, at any time, anywhere in 
the world. Each abuse image captures the child at a particular moment in 
time that can be viewed online endlessly over time (chronosystem). Children 
who are victims may have to face the knowledge that images of their abuse 
exist in cyberspace forever over the course of their lifetime. At this time 
we are unclear as to the extent of the effects of this added dimension of 
victimization and its implied loss of control and increased humiliation. 

Muir (2005) also suggests that many of the vulnerabilities and risk fac¬ 
tors that exist in the child’s physical environments remain in play and can be 
exacerbated in the online environment. Conversely, interactions and experi¬ 
ences that take place in cyberspace have consequences for children in the 
physical world. As a parallel example, cyber bullying can escalate traditional 
forms of face-to-face bullying because the perpetrator(s) can remain anony¬ 
mous and continue to harass and intimidate the victim from anywhere, at 
any time, 24 hours a day (Mishna, Saini, & Solomon, 2009). Humiliating text 
messages and compromising images of the victim online ensure quick iden¬ 
tification by peers in the school and neighborhood, which can lead to further 
attacks in multiple environments. 
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Chronosystem 

...Internet 


FIGURE 2 Cyberspace as an ecological system (Martin, 2010). 

Note: Adapted from Bronfenbrenner (1979) and Johnson and Puplampu (2008). 


Currently, there are thousands of CSA images on law enforcement 
databases worldwide that provide detailed visual accounts of child sexual 
victimization online. Statistics are carefully gathered regarding (a) websites 
that host images; (b) severity of abuse depicted in the images, including 
age range and gender; (c) countries that generate the images; and (d) esti¬ 
mated time frames in which the images were taken. Yet it is not apparent 
whether this information is available to child protection workers, especially 
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when it is suggested in the research that they do not routinely ask children 
whether a camera, computer, or other technology was involved in the abuse 
experience (Mitchell et al., 2005; Quayle et al., 2008). If child protection 
workers and other practitioners include cyberspace as a system of influence 
in their ecological formulations, they are more likely to routinely ask about 
these possibilities. Mitchell and colleagues (2005) reminded us that a “com¬ 
plete understanding of Internet involvement could aid in the development 
of more effective treatment and future prevention strategies” (p. 59). 


DEFINITIONAL ISSUES: CHILD PORNOGRAPHY OR CSA IMAGES? 

The way in which CSA images are referred to, the terminology used to label 
this form of abuse, and how it is defined in legal, policy, and practice arenas 
have significant implications. The common use of the term child pornog¬ 
raphy has specific implications for stakeholders because it influences how 
CSA images are conceptualized (Jones & Skogrand, 2005). Researchers in 
this area are raising serious questions as to whether the use of the term child 
pornography captures the complex facets of the abuse or accurately reflects 
the nature of the victimization incurred (Carr, 2004; Jones & Skogrand, 2005; 
Muir, 2005; Palmer, 2005; Quayle et al., 2008). Using the term child pornogra¬ 
phy may contribute to detachment and to a degree of disconnection from the 
egregious nature of the material (Taylor & Quayle, 2003). Feminist scholars 
vigorously argue against the use of this term on the grounds that it deflects 
attention from the complex and highly gendered power relations that under¬ 
pin the phenomenon (Harrison, 2006; Itzin, 2001; Kelly, 1992). Furthermore, 
the term is frequently used in conjunction with legal adult pornography 
terminology, such as “hot videos,” “sexy,” or “hardcore” in an attempt to 
normalize the production and consumption of the abuse images of children 
(Quayle et al., 2008). Some argue that the term child pornography distorts 
the serious nature of child victimization when used in reference to sexual 
abuse images of children because it implies conventional pornography with 
a child subject and, as such, conveys the impression of consensual activ¬ 
ity (Carr, 2004; Jones & Skogrand, 2005; Muir, 2005; Palmer, 2005; Taylor & 
Quayle, 2003). 

Conceptualizing sexual victimization of children as child pornography 
has certain implications in the legal and policy arenas. For example, within 
law enforcement and legal discourses in the United States and Canada, child 
pornography is defined as a criminal offense in which the abuse of children 
is deterred by locating and prosecuting offenders involved in the production 
and distribution of the pornographic images. Consequently, the children in 
the abuse images online are not at the forefront of the law enforcement 
mandate. These cases are frequently prosecuted without the child victims in 
the images ever being identified, located, and protected from further harm 
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because the abuse images are used only to provide evidence of the crime 
(Bunzeluk, 2009; Butt, 2007; Jones & Skogrand, 2006). 

From a child welfare and children’s rights perspective, however, child 
pornography images are viewed as evidentiary images of children who are 
being harmed and therefore in need of protection (Carr, 2004; Holland, 
2005). Yet locating victims is difficult and requires significant resources. 
On both national and international levels these divergent viewpoints of 
sexual abuse images online as a criminal justice issue versus a child protec¬ 
tion concern can contribute to a disconnect between law enforcement and 
child protection agencies that has resulted in children remaining unidentified 
and unprotected, thereby potentially prolonging their victimization (Holland, 
2005; Muir, 2005). 

Concerns about language are not simply a matter of semantics. The 
majority of international policy documents, including the United Nations 
Convention on the Rights of the Child (United Nations, 1989), consistently 
use the term child pornography, and any attempts to change terminology 
are countered by arguments that this would create confusion (Lanning as 
cited in Quayle et al., 2008). Within the context of law enforcement, abuse 
images are considered child pornography, and the legal response is to “deter 
the abuse of children by punishing all elements of the supply and demand” 
(Kuek & Slane, 2007, p. 23). But within the context of children’s rights and 
child protection, sexual abuse images online are understood to be visual 
images of children in need of protection (Jones & Skogrand, 2006). 

Essentially, the context of inquiry into this phenomenon is critical as it 
determines whether the focus of the response is on the child or the offender. 
Internationally, the term child pornography has legal meaning and at least 
within the context of law will continue to be used as such (Wells et al., 2007). 
This review gives rise to the question of whether child protection workers 
and children’s mental health practitioners should give preference to the term 
sexual abuse image(s) to reinforce that central to child pornography is the 
sexual abuse and exploitation of real children. Doing so would emphasize 
that the phenomenon of CSA images on the Internet is directly within their 
purview. 


PRACTICE AND RESEARCH IMPLICATIONS 

Conceptualizing cyberspace as an ecological system of influence on the 
child helps explain how the environment, including the online environ¬ 
ment, can perpetuate and escalate the harms done to children made subjects 
of sexual abuse images online. Integrating an awareness of cyberspace in 
investigations and assessments increases the likelihood that the involvement 
of technology, specifically the Internet, will be probed. However, research 
into the precise effects of this additional aspect of the abuse needs to be 
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conducted in order to develop effective assessment and treatment responses. 
It is unknown how the child’s knowledge of the images being circulated on 
the Internet may affect the child victim and in what ways. There is a need 
for investigations into clinical assessment and treatment for children who 
demonstrate negative effects and for the development of effective models of 
intervention that incorporate the online facets of the abuse. 

Until such time that research establishes extended negative effects of 
children made the subjects of abuse images on the Internet, practitioners 
should at least develop a (cyber) cultural awareness and competence that 
incorporates an online aspect in their assessment of CSA. Increasing practi¬ 
tioners’ awareness of cyberspace as a potentially harmful domain of a child’s 
life may help them to: 

• assess for the risk of the involvement of the Internet in cases of sexual 
abuse, 

• gain understanding of the differential impact of the Internet on children 
made subjects of abuse images online, 

• advance understanding of the relationship and overlap between online 
and offline sexual abuse, and 

• explore the potential non-resolution of children’s online sexually abusive 
experience. 

This new knowledge may guide the development of policies and proce¬ 
dures for response, treatment, and care for children who have been sexually 
abused and whose abuse images appear online. However, without further 
research it is too early to make specific recommendations for treatment 
directions. 


SUMMARY 

The advent of cyberspace has a dark side that has created unfortunate 
opportunities in the global distribution of sexual abuse images of chil¬ 
dren on the Internet. This review of the literature draws attention to the 
concerning prevalence rates of CSA images being distributed around the 
world. More concentrated efforts using advanced technologies on the part of 
law enforcement agencies have enabled greater detection of sexual crimes 
against children. These efforts have more effectively tapped into the commis¬ 
sion of crimes and identification of perpetrators; however, the identification 
and location of victims remains a more elusive endeavor. This is also in part 
due to helping professionals’ lack of knowledge of the extent of these crimes 
when they respond to child victims. 

Enough evidence suggests that child welfare authorities do not consis¬ 
tently probe for information about photographing and videotaping in their 
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investigations of CSA and that practitioners working with sexually abused 
children do not routinely ask about such events. Possible recording of the 
sexual abuse needs to be determined as it affects assessment and treatment 
planning for child victims whose images are out in the public domain and 
irretrievable. Recording and distributing sexual victimization images over the 
Internet is a new and unknown variable in the work of responding to CSA. 
The first step to getting this dimension onto the “radar screens” of child wel¬ 
fare practitioners and all helping professionals is in creating more relevant 
and contemporary conceptualizations. 

The logical next steps are now to determine more specifically the 
conceptualizations of the “cyberspace factor” for helping professionals 
responding to and working with child victims of sexual abuse. Do child 
welfare investigative procedures probe for the possibility of recordings and 
online distribution of the abuse acts? Are they aware of the cyberspace fac¬ 
tor, and does that get articulated in their assessment and treatment processes? 
Are practitioners aware of, and addressing, these issues in their assessment 
and treatment approaches? What are the additional negative effects and 
harms done to children when their images are distributed in cyberspace 
in perpetuity? 

In keeping with the conceptualization of cyberspace as an added dimen¬ 
sion to the environment of children, it may be helpful to practitioners to use 
an expanded model of the ecology of children, as proposed in this arti¬ 
cle. Bronfenbrenner’s (1977, 1979) groundbreaking work in the ecology of 
the child was developed before the emergence of cyberspace, yet it lends 
itself to providing a solid foundation to further evolve the ecological sys¬ 
tems model to include contemporary dimensions of the child’s environment 
(Johnson & Puplampu, 2008; Martin, 2010; Martin & Stuart, 2011). Future 
directions in research and practice need to integrate and be guided by con¬ 
temporary conceptualizations of children made the subjects of sexual abuse 
images distributed in cyberspace. 
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